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Abstract: To address the problems of low accuracy and poor generalization of current honeypot contract detection meth-
ods, a honeypot contract detection method for Ethereum based on source code structure and graph attention network was
proposed. Firstly, in order to extract the structural information of the Solidity source code of the smart contract, the source
code was parsed and converted into an XML parsing tree. Then, a set of feature words that could express the structural
and content characteristics of the contract was selected, and the contract source code structure graph was constructed. Fi-
nally, in order to avoid the impact of dataset imbalance, the concepts of teacher model and student model were introduced
based on the ensemble learning theory. Moreover, the graph attention network model was trained from the global and lo-
cal perspectives, respectively, and the outputs of all models were fused to obtain the final contract detection result. The
experiments demonstrate that CSGDetector has higher honeypot detection capability than the existing method KOLSTM,
with increments of 1.27% and 7.21% on F; measurement in two-class classification and multi-class classification exper-
iments, respectively. When comparing with the existing method XGB, the average recall rate of CSGDetector in the
masked honeypot detection experiments for different types of honeypot contracts is improved by 7.57%, which verifies
the effectiveness of the method in improving the generalization performance of the algorithm.
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